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1. PREAMBLE

WHEREAS The Municipality is responsible for ensuring the confidentiality, integrity, and availability its data
that is stored on its systems.

WHEREAS The goal of vulnerability and patch management is to keep the components that form part of

information technology infrastructure (hardware, software and services) up to date with the latest patches
and updates.

WHEREAS Consequently, formal guidelines to regulate the patch management process are required.

NOW THEREFORE be it enacted by Council, as Patch Management Policy.

2. DEFINITIONS

2.1 DEFINITIONS

Name Definitions

“Municipality” Great Kei Local Municipality as determined by the Constitution of the
Republic of South Africa Act No. 108 of 1996 Section 155 (1) (b).

“Municipal The person appointed by council as the head of the administration of the
Manager” municipal council as prescribed in terms of Section 54(A) of the Local

Government: Municipal Systems Act No. 32 of 2000.

“User” Councillor, or official who uses a municipal ICT working tool.

“Service providers” Non- Great Kei Local Municipal employee’s access to the network is
subject to the security policy. Consultants employed in temporary or
permanent capacity by Great Kei Local Municipality are classified as
municipal employees for the purpose of this policy. Part time contractors
and consultants who may have access to municipal facilities,
infrastructure, systems and information will be required to sign a
confidentiality and security undertaking. Also referred to as Third Party

employees.
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“Information

security”

“Access”

“Information

Security Officer”

“System

Administrator”

“Anti-virus”

“Computer virus”

“Internet”

“Email”
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Information security encompasses the management processes,
information is usable and can appropriately resist and cover from
failures due to error, deliberate attacks or disaster; and that confidential

information is withheld from those who should not have access to it

Physical or logical access to information or information system through a
range of network devices.

An ICT professional within an organization responsible for providing
technical support and maintenance of the information security
infrastructure to ensure information assets and technologies are
adequately protected.

An ICT professional within an organization responsible for providing
system support and maintenance of the servers and transversal systems
to ensure business continuity in the municipality.

( software) designed to detect and destroy computer viruses.

A computer program that interferes with, or damages the normal
operation of the computer or software. Virus programs are designed to

infect other computers by hiding within e-mails or runnable programs

The municipality’s internet shall be used as another delivery channel to
offer communication and information to municipality constituents and
potential constituents and, work related world wide web (www) access

for employees.

The Municipality supplied e-mail service is to make both external and
internal work related communication more efficient and effective. Both

internal and externally based browser (for example "outlook).



“Vendor”

“Virtual Private
Network”

“Firewalls”

“Patch
Management”

“Hacking”
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A vendor, is an individual or company that sells goods or services to
someone else in the economic production chain. ... Parts manufacturers
are vendors of parts to other manufacturers that assemble the parts into

something sold to wholesalers or retailers.

A network that extends a private network across a public network, and
enables users to send and receive data across shared or public
networks.

A device/software that protects (a network or system) from unauthorized
access.

An area of systems management that involves acquiring, testing, and
installing multiple software updates (code changes) to an administered

computer system.

To gain unauthorized access to data in a system or computer.



2.1 Acronyms

ACRONYMS

ICT Information and Communication Technology
IPS Intrusion Prevention System

AV Anti-virus

3. PURPOSE OF THE POLICY

3.1 Toregulate maintenance of up-to-date operating system security patches on all Municipality owned
and managed workstations and servers.

3.2 To define the procedures to be adopted for technical vulnerability and patch management.

3.3 To proactively prevent the exploitation of vulnerabilities on computing and related devices.

4, APPLICATION OF THE POLICY

4.1 This policy is applicable to all users whose computers are connected or linked to the Municipality
network. This includes, but is not limited to, desktop computers (PC’s), Laptop Computers, Servers,
File/FTP/Proxy Servers and any hardware equipment that are suspect to virus or hacking aftacks.

5. ROLES AND RESPONSIBILITIES

5.1 The Municipal Manager

The MM, working in conjunction with the directors shall be responsible for ensuring the effective

implementation and compliance of this policy.
5.2 System owner (Head of the Directorate)

he designated owner of the system/ application shall approve the recommended system patches prior to
deployment.

5.3 ICT and Systems Administrator

5.3.1 The ICT and Systems Administrator must make a detailed formal recommendation to the Chief
Financial Officer on the deployment of the latest patches.
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5.3.2 The manager will also be responsible for ownership of all technical updates including: operating

5.4

5.4.1

6.1

6.2

6.3

6.4

6.5

7

7.2

13

7.4

systems, patches for workstations and servers, antivirus and antispyware, drivers of devices.

ICT LAN Technician

The ICT LAN Technician , working with IT Desktop technician will be responsible for identifying
patches for the application systems which they administer.

POLICY PROCEDURE

Many computer operating systems such as Microsoft Windows include software application programs

that may contain security flaws. Occasionally, one of the flaws may permit an attacker to compromise
a computer system.

A compromised computer system threatens the integrity of the network and all computers connected
to that system. Almost all operating systems and many software applications have periodic security

patches released by the vendor that need to be applied. Patches which are security related or critical
in nature must be installed.

ICT will review, evaluate, and appropriately apply software patches in a timely manner. Should
patches not be applied in a timely manner due to hardware or software constraints, mitigating controls

must be implemented based upon the results of a risk assessment.

ICT must use automated tools, where available, to create a detailed list of all currently installed
software on workstations, servers and other networked devices. A manual audit will be conducted on
any system or device for which an automated tool is not available.

In the event that a system must be, reloaded, all relevant data on the current Operating System and

patch level will be recorded. The system should be brought back to the patch levels in effect before
reloading.

PATCHING PROCESS

Automated tools will scan for available patches and patch levels, which must be verified and installed
accordingly.

Manual scans and reviews will be conducted on systems for which automated tools are not available.

Where feasible, patches will be successfully tested on non-production systems installed with the

majority of critical applications or services prior to being loaded on production systems.

Successful backups of mission critical systems will be verified prior to installation of patches and a

mechanism for reverting to the patch levels in effect prior to patching will be identified.
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7.5 Patches will be applied during an authorised maintenance window in cases where the patch

application will cause a service interruption for mission critical systems.

7.6  Reports will be generated for all system categories (servers, secure desktops or switches) indicating
which devices have been patched. System reports help record the status of systems and provide

continuity among administrators. The reports must be signed off and filed.

8. COMPLIANCE LEVELS

8.1 A compliance level refers to the percentage of computer devices that have been successfully patched

or otherwise remediated such that they are no longer vulnerable.

8.2 Although a completely patched environment (100%) would be desirable, however, this does not
take into account the reality of:

a) Users that own multiple computing devices (that are not always connected to the network or
switched on).

b) Traveling employees with laptop computers who do not log into the municipal network every day.
c) Computers being repaired or replaced by hardware service providers.

d) Computers that may or may not even still exist on the municipal network, yet still show up on
recent network inventory reports.

e) Failed or over saturated Wide Area Network connections.

f) Computers registered in Active Directory that have been recycled or re-imaged.

9. MONITORING

9.1 ICT division must monitor security mailing lists, review vendor notifications and Web sites, and
research specific public Web sites for the release of new patches.

9.2 Monitoring will include, but not be limited to, the following:
e Scanning the Municipality’s network to identify known vulnerabilities.

e Monitoring notifications, and Web sites of all vendors that have hardware or software operating on

Municipality's network.
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10. COMPLIANCE

a) The relevant Directors are required to ensure that internal audit mechanisms exist to monitor and

measure compliance with this policy.

b)  Any conduct that interferes with the normal and proper operation of the Municipality’s ICT systems,
which adversely affects the ability of other users to use those ICT systems, or which is harmful or

offensive to other users, shall constitute violation of approved ICT policies.

c) The Municipality’'s management reserves the right to revoke the privileges of any user at any time.
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11. APPROVAL OF THE POLICY

The Municipal Council must approve this policy and any amendment thereof.

12. REVIEWAL OF THE POLICY

This policy shall be reviewed annually.

13. AUTHENTICATION

This policy was adopted by Council on the .27 Tuﬁe/- 20=6

As per resolution Number

13.1 Sign-off

MUNICIPAL MANAGER
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